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addition to employing a userID and password scheme to login to the
network domain or business applications, organizations can require users to insert a Spider-Card into a
card reader attached to their desktops or laptops.

Spider-Card provides two factor authentication.

The PIN number is passed directly to the Spider-Card and is not transferred over the Internet. Applications become
disabled the moment the card is removed from the card reader, making it impossible for a third party to pretend to be that valid
user. The connections are reset once the card is re-entered. This two-factor authentication scheme can be seamlessly
connected to existing authentication mechanisms — or replace them entirely.

Spider-Card is more secure in network applications.

Spider-Card performs all security functions internally; on the Smartcard chip itself, isolated from the computer software
environment and all points of attack. User access rights and privileges can be embedded on the chip within the Spider-Card.
This can allow sensitive data to be restricted to those users who have a business need to access that information, while
reducing fraud and theft and significantly lowering development, deployment and ongoing maintenance costs.

Spider-Card is easy to implement and use.

Spider-Card can be incorporated into the client system and react from their systems with minimal integration. User
acceptance of the card is relatively painless as there is nothing more than inserting the card into the reader and entering user
name and password.
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Encryption — SpiderCard uses industry with or an incorrect password used. Printed
standard encryption with multi-part key card information can also be held internally
negotiation at time of transaction. for physical checks.
Smart Electronic Security -- The - Simplified Integration — SpiderCard does
SpiderCard performs all security checking not require specialized applications to be
with the server once a secure connection written, but integrates with the target
has been established. The card is limited to systems existing security.
verification queries and cannot modify - Copy Protection — The Card is protected
settings stored on the server. against copying, preventing the system
Multiple Passwords — Can be loaded for being circumvented.
access to different levels of the application, - Encrypted Documents — Utilizing internal
one password could, for example, be an secure keys and the internal encryption
emergency password. methods of SpiderCard.
Identity Check — SpiderCard notifies the - Electronic Purse — SpiderCard can add
server of its identity and the password level additional security to an electronic-purse
used and if the card has been tampered card enhancing the available feature

Clearview Software International is a leading provider of software tools and services that create effective user interfaces to diverse, commercial
applications. With Co*Star as its core technology, Clearview Software has effectively integrated host based, Windows and legacy applications
on over 150,000 systems in local, LAN, WAN and Internet architectures. Co*Star helps application developers, worldwide, to easily provide full
Windows functionality and repurpose existing applications without altering their core application code. The Company, founded in 1992, is
headquartered at 326 Chestnut Hill Road, P.O. Box 1370, Amherst, N.H. 03031, with sales offices in Chicago, Canada, England, and New
Zealand. For more information contact us at (603) 472-7115, info@clearview.mv.com or see our website at http://www.clearview-
software.com



